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ABSTRACT

Background: Mobile network technology has exponentially advanced in the
last decade and with this development, fraud activities have risen in equal
measure resulting in companies and customers losing huge amounts of money
as a result of, especially in developing economies that lag in the regulatory
frameworks when it comes to Mobile network fraud. The purpose of the study
was to explore Mobile network fraud in Kenya identifying the most common
types of fraud, ways which service providers and regulators are employing to
prevent or reduce fraud, methods currently used to detect fraud, and gaps
thereof. Finally, the effect of concept drift in the automated fraud detection
process. Method: A qualitative research method was adopted for the study and
using a semi-structured question guide, four focus group discussions
composed of 23 participants were conducted. The criteria used for selecting
and placing participants into focus groups considered the following: The
expert area of the participant, years of experience in the fraud ecosystem of
the participant, and the organization to which the participant is attached. The
availability and willingness of the participants were also considered in the
selection process. The focus group approach was selected as it facilitated
balanced discussion amongst all the players in the Kenyan fraud ecosystem,
harnessing the power of group dynamics as it involved the regulators and the
service providers who were drawn from different organizations. Results: The
mobile network fraud ecosystem was stratified into three dimensions namely
Fraud prevention which looked at the policies and methods used by both
regulators and service providers to reduce fraud, Fraud categorization which
aimed at categorizing different types of mobile frauds, and finally the Fraud
detection which looked at the current tools being used to detect fraud. From
the study, it emerged that although the regulators have provided strict
guidelines on the customer onboarding process, not all service providers are
currently using biometric approaches while onboarding new customers as this
was highlighted as the entry point of most fraud cases. The study established
five major types of Mobile network fraud in Kenya: SIM swap, SIM boxing,
Wangiri, Commission arbitrage, and Hoax SMS and scams. Most of this fraud
is committed using either SMS or voice channels; in some cases, both channels
are used. Different matrixes derived from multiple factors are used by service
providers while evaluating the criticality of fraud cases though not enforced
by the regulators. The study also revealed that most of the fraud detection
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processes amongst the service providers still use manual tools that constantly
require human input. While some of the detection processes are automated,
concept drift is a major challenge for automated classification models due to
the constant evolution of fraud patterns. Conclusion: The study revealed gaps
in Mobile Network fraud prevention processes in Kenya as service providers
still use non-biometric customer validation processes that are open to forgery
and exploitation. A strict customer onboarding process that is fully automated
and integrated should be used to address this gap. In the fraud categorization,
there is no clear universal categorization matrix to guide the service providers
while assessing the criticality of fraud and in this regard, a qualitative scientific
model should be developed and used by all the stakeholders as a reference
point. When it comes to fraud detection, concept drift is a major challenge,
and service providers in Kenya still rely on manual processes due to the
dynamic nature of mobile fraud. This exposes a huge gap in the detection
process and there is a need to address this by developing systems and processes
that will automatically detect and react to concept drift while automating the
detection processes.
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INTRODUCTION

With the advancing Mobile network technology,
fraud activities have risen exponentially resulting
in companies losing huge amounts of money that
ultimately cause severe financial damages
(ZhiYuan, 2020). Mobile operators running
mobile money platforms are well aware of the
risks these platforms are exposed to — particularly
the risk of fraud which can lead to the loss of two
key commercial assets: reputation and revenue
(Ogwueleka, 2009).

In Kenya, 71% of Kenyans have been a victim of
mobile network fraud with SIM-swap accounting
for the biggest share of these fraudulent activities.
In a study carried out by the Communication

Authority of Kenya (CAK), 46% of mobile fraud
goes unreported and 64% of victims don’t get
their money back (CAK, 2019). With this number
of fraud activities in Kenya, advanced fraud
detection and prevention tactics must be
developed. According to (Muriuki, 2017), Mobile
network fraud specifically in Kenya was rooted in
identity theft accounting for more than 80% of
fraud in 2017.

According to Muriuki (2017), identity theft was
the main driver of mobile network fraud in Kenya
and he concluded that the introduction of
biometric identification while registering and
managing mobile network customers would
eliminate most of the mobile network frauds. To
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the contrary mobile network fraud is on the rise
despite some of the service providers adopting
biometric identification. This is a result of the
constant evolution in the fraud techniques applied
by fraudsters. Concept drift which can be
described as changes in the conditional
distribution of the target variable which is also
referred to as output given the input features or the
inputs, while the distribution of the inputs may
still stay unchanged (Gama et al., 2013) has been
one of the challenges while dealing with the
mobile network fraud detection. This means that a
set of attributes that at one time indicated a non-
fraudulent activity, can at a different time be a
fraudulent activity. The effect of concept drift is
Poor performance and reduced accuracy of the
automated mobile fraud detection methodologies
(ZhiYuan, 2020). Our research was aimed at
trying to understand the mobile network fraud
landscape and the effect of concept drift in the
detection of fraud from both the perspective of the
regulators and service providers who develop and
implement fraud detection techniques and
processes.

Background

Over the years there has been a tremendous
evolution of the Mobile network infrastructure
and the capability/services that can be delivered
by the network. In the last 20 years, the Mobile
network infrastructure has evolved from merely a
(GSM) Global System for Mobile
Communications platform for making calls and
transmitting SMS (short message service) from
one handset to another to a complex platform
hosting and carrying multiple services. Recently,
the Mobile network has become the backbone of
the Mobile Money platform with the likes of
Mpesa (Kenya), E-commerce platforms, E-
delivery platforms, E-Taxi platforms, etc. With
this development, the data generation dynamics,
Velocity, and variety of data have exponentially
increased. In this regard, fraud activities have also
evolved into a complex web of touchpoints
involving huge data sets. In addition, the fraud
activity patterns have become unpredictable
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hence the need to adopt better ways to address
these evolving fraud activities (Yang et al., 2018).

Although mobile cellular networks have become
sophisticated and more developed in terms of
fraud resilience, telecom carriers are still being
impacted by fraud, especially in developing
countries such as Kenya. Companies across the
globe lose a huge amount of their revenue due to
fraudulent activities (Tarmazakov et al, 2018).
According to ZhiYuan (2020), In addition to
mobile  users incurring  heavy  losses,
telecommunication companies exhibit a loss of
over 7% of their revenue as a result of fraudulent
activities and this number is even higher in
developing countries and this figure excludes the
reputation impact as a result of fraud. In Kenya,
71% of Kenyans have been a victim of mobile
network fraud with 46% of mobile fraud going
unreported and 64% of victims don’t get their
money back (CAK, 2019).

With this number of fraud activities globally and
practically in Kenya, advanced fraud prevention
and detection tactics must be developed.
Although there have been positive developments
when it comes to fraud detection, in the form of
new sophisticated fraud detection algorithms
(Sumaya et al.,2021) fraudsters have now
developed new socially engineered tactics to
access customers’ data and use it to commit fraud.

Mobile Fraud Techniques

The following is an in-depth review of some of the
Mobile network frauds in Kenya and how they are
carried out.

SIMboxing

SIMboxing also known as bypass fraud is a form
of fraud where international calls are diverted to a
cellular device through the internet and the
connections are routed back into the network as
local calls resulting in a revenue leakage (Kala,
2021). SIMBoxing fraud occurs when the legal
interconnect gateways are bypassed by fraudsters
resulting in the diversion of traffic to illegal
interconnect gateways (Nassir, 2020). This leads
to a loss of revenue by the service provider and
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also poses a security threat as terrorists and other
fraudsters can utilize this bypass to commit crimes
as the call path is hard to trace. SIMBoxing is
considered illegal in Kenya since the mobile
network regulator does not license independent
interconnect operators that are not full-fledged
telecommunication service provides

SIMBoxing fraud is carried out using a device
known as a SIMBox (Kala, 2021) shown in Fig. 1
which forms a part of a VolIP gateway installation.
The function of a SIMBox is to hold numerous
SIM cards linked to a gateway which is hosted
separately from it. One SIM box can hold multiple
mobile operators’ SIM cards allowing it to operate
with multiple GSM gateways hosted in different

Figure 1: SIMBox Device
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places. The operator of the SIMBox device can
route or divert international calls made through
the VolIP connection making the call connect as
local traffic. This allows him to bypass
international rates which are often high hence
undercutting prices that would be charged by local
mobile network operators who connect VolIP calls
to the GSM voice network. The result of this is, an
international call delivered at a subsidized rate
meant for a local call. Apart from creating a
revenue leak for the telecommunication
companies, it also hurts the quality, availability,
and reliability of service for legitimate customers
as large volumes of calls are injected causing
bandwidth restrictions which in turn compounds
the revenue loss to the mobile network operators

Figure 2 illustrates an international call path
following a legitimate Regulated Interconnect and

Figure 2: Legitimate call path
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Wangiri

Wangiri, which is derived from the Japanese “one
ring and cut”; wan means “one” and giri means
“hang up” is a scam in the International Revenue
Share Fraud (IRSF) schemes (Mais et al., 2018).
Wangiri fraud occurs when fraudsters call a
targeted list of numbers randomly and hang up
before the subscriber answers the call. The
originating number is an International Premium
Rate Number (IPRN) and when the subscriber

Figure 4: Wangiri scam
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SIM swaps:

A SIM (Subscriber Identity Module) card is a
physical or virtual component of every mobile
device in a GSM network that provides a unique
identity on mobile devices (Snehal et al., 2019).

SIM Swap fraud (Roger, 2023) occurs when a
criminal or fraudster replaces or clones the SIM
card from a victim’s mobile device and gains
partial or full control. SIM Swaps attacks can
broadly be classified into three categories
depending on how they are initiated

e Physical SIM Swap Attack: This occurs when
the fraudster gains physical access to the
mobile device and control of the SIM card by
either using the same mobile device or
swapping the card to a different mobile
device.

e Insider SIM Swap Attacks: This occurs when
an employee within the mobile service
provider who has access to the internal
systems orchestrates the SIM swap. This can

1 'Wangiri Caller

calls back as prompted by the missed call, he is
encouraged to remain on call by the use of an
answering machine that utilizes messages that are
prerecorded promising the subscriber rewards.
The result of this is huge international billable
time which is paid by the unaware subscriber with
the fraudster pocketing this revenue. Figure 4
below illustrates how the Wangiri scam is
committed when targeting a specific tele-network
resulting in fraudsters generating revenue from it
(Jessica, 2018)

A

6& Wicthms retum call to
displayed number

be carried out by him/her sharing information
or by personally performing the SIM swap.

e Socially Engineered SIM Swap Attacks: This
occurs when the fraudster gains necessary
information from the victim to perform a SIM
swap by the use of social engineering tactics.
This can also occur when the fraudster uses
social engineering tactics to manipulate the
service

Commission arbitrage:

According to Philip (2015), arbitrage is the
practice of taking advantage of differences in
markets or conditions of a product to make a
profit. Commission arbitrage is whereby
telecommunication dealers and agents take
advantage of the commissions given by the
service providers once a service is provided to
customers.

Commission arbitrage fraud occurs when the
dealer or agents collude with customers in
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manipulating the number of transactions due for
commissioning by the service provider leading to
the telecommunication companies paying huge
sums of money as commissions to the dealers and
agents. This fraud is categorized into two main
classes

e Split transactions: In this kind of fraud, the
agent or the dealer advises the customer to
split one transaction into many small
transactions hence maximizing the number of
transactions that are eligible for commissions.
Below is an example of this kind of fraud, A
customer wants to perform Mpesa deposit of
KSH 100,000 but instead of performing this
transaction in one go, the agent or the dealer
splits this into 100 transactions of KSH 1,000
each hence receiving commissions of the
extra 99 transactions and the same applies for
deposits and transfers. In cases where there is
transaction fee involved; the fraudulent agent
will try to optimize the commissions Vis-a-
Vis the cost of performing the transactions
hence leading to a major revenue leakage
from the service providers.

e Recursive transactions: In this kind of fraud,
the fraudulent agent or dealer uses a certain
amount of money to create transactions which
are subject to commissioning. The agent will
transfer the amount from one account to
another multiple times taking advantage of
the subsidized or zero-rated transactions to
create fictitious commissionable transactions
an example of this kind of fraud is whereby a
dealer or agent deposits KSH 20,000 to one of
his bank accounts linked to Mpesa account,
withdraws it from Mpesa account and repeats
this cycle hundreds of times and in some cases
using different accounts. This in turn creates
a huge number of commissionable
transactions for the dealer or agent leading to
huge revenue leakages from the service
provider

Hoax SMS and scams:

A message is transmitted digitally in a GSM
network without using the internet service via the

short messaging service (SMS), which has
become one of the most utilized communication
services due to its ease of use and the minimal
costs incurred while using the service (Biju,
2022). The popularity of SMS service is also
boosted by the fact that it does not require internet
services to operate making it popular for both the
smart phone users as well as the non-smart phone
users. Due to this increase in the use of SMS,
fraud cases using this media are also on the rise
with the fraudsters spending little effort and cost
to reach thousands of subscribers. This form of
fraud can be categorized into two broad
categories.

e Targeted SMS: This kind of fraud targets a
specific person or group of people intending
to extort money from them. In this kind of
fraud, the fraudsters will have prior
knowledge of the targeted population which
includes their phone numbers. An example of
this kind of fraud is when a fraudster gets hold
of the phone numbers of all employees of a
particular company and sends an SMS to all
the employees requesting some contribution
of funds towards a specific project or course.
These SMSs are usually customized to the
specific audience to look and feel authentic.

e Random SMS: This kind of fraud does not
have a specific group of people as the target.
The fraudster will send a more generalized
SMS to thousands or even millions of
subscribers with the aim of either extorting
money or information from them. In most
cases when the subscriber returns the SMS
with information, the fraudster might use this
information to further commit a targeted fraud
using the information given. An example of
this kind of fraud is when a fraudster sends an
SMS to thousands of subscribers informing
them that they have won some price in a
particular promotion and requests information
from the subscriber so that they can have their
price processed or in some cases send money
to a particular number to ‘unlock’ the price.

Objectives
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The main objective of the research was to
Characterize mobile network fraud and the effect
of concept drift in Mobile network fraud detection
with respect to prediction accuracy.

The specific objectives were to:

e Determine steps adopted to prevent or reduce
Mobile network fraud

e Determine the common types of mobile
network fraud in Kenya.

o Determine what channels by which mobile
network fraud is initiated and propagated.

e Identify how concept drift affects the fraud
detection process and identify the factors that
contribute to the concept drift while using
automated fraud detection techniques.

Research Questions

Based on the research objectives, below are the
research questions that we tried to answer

e What preventive measures are adopted to
reduce Mobile network fraud in Kenya?

e What are the common types of mobile
network fraud in Kenya?

e What channels by which mobile network
fraud is initiated?

e How does concept drift affect the prediction
accuracy while wusing automated fraud
detection tools and what are the contributing
factors?

Methodology

The focus group technique was applied as the
primary data collection method for the qualitative
research in the exploration of the common mobile
network fraud in Kenya and the effects of concept
drift while using automated fraud detection tools.

The main justification for the adoption of the
focus groups in this research was that when
investigating complex behaviors and motivations,
the outcome of the interaction in focus groups also
known as “the group effect” (Carey, 1994) was

very key in understanding the current Mobile
network fraud ecosystem and the effects of
concept drift while using the automated fraud
detection tools. In addition, specific kinds of
interactions that occurred offered valuable data
for the study culminating in consensus and
diversity among the participants.

Participants

In the study, a total of 4 focus groups were formed
comprising between 5 and 7 participants. To
ensure adequate diversity of opinion, participants
from different expert areas that are involved in the
Mobile network fraud were involved. The
composition of the focus group also took into
consideration the market share controlled by each
service provider as per data collected by CAK
(2023). In addition, more than one session was
carried out with some of the participants to clarify
or shed more light on certain issues that were
raised during the group discussions.

Table 1 below represents the participants who
took part in the study. The criteria for inclusion in
the focus group included: - The expert area of the
participant, years of experience in the expert area,
and the organization to which the participant is
currently attached. This ensured that all the
mobile service providers in Kenya were
represented in the study. The following were
expert groups involved in the study as they formed
a complete ecosystem of Mobile fraud detection
and regulation in Kenya.

Fraud Analysts from the service providers: - This
is the team responsible for analyzing all the fraud
cases in a service provider environment, they
receive the calls from the customers and analyze
the impacts of each fraud case that is reported

Fraud Algorithm developers: - This is the team in
the service provider that is responsible for the
development of machine learning models and
algorithms and then deploys them to automate the
fraud detection process.

Fraud and compliance team: - This is the team
that develops and enforces the requirements
concerning fraud as per the regulators’ policies. .
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They also constantly communicate with the regulators to update the policies if

the need arises.

Mobile Money Fraud Regulators: - This is the team from the regulator side
whose primary role is to draft laws and policies that define what fraud is and

Table 1: Focus groups participants

bleach of the fraud regulations.

their respective thresholds. They also monitor the service providers for the

Fraud Algorithms Architect: - This team can be drawn from both the service
providers and also regulators whose primary role is to design fraud algorithms

used to classify fraud per the set laws and policies by the regulators

Participant #

Participant Code

Focus Group #

Area of expert

Years Of experience

Organization

P1 FAA1l F1 Fraud Analyst 8 Service provider A

P2 FAB1 F1 Fraud Analyst 11 Service provider B

P3 FD1 F1 Fraud Algorithms developer 9 Service provider B

P4 FLAL F1 Fraud and compliance lead 13 Service provider A

P5 MNL1 F1 Fraud Analyst and policy 3 Mobile Network Regulator
P6 MML1 F1 Fraud Analyst and policy 7 Mobile Money regulator
P7 FRA1 F1 Fraud Algorithms Architect 11 Service provider C

P8 FAC2 F2 Fraud Analyst 4 Service provider C

P9 FAB2 F2 Fraud Analyst 3 Service provider B

P10 FD2 F2 Fraud Algorithms developer 4 Service provider A

P11 FLB2 F2 Fraud and compliance lead 12 Service provider B

P12 MNR2 F2 Fraud Analyst and policy 10 Mobile Network regulator
P13 MMR2 F2 Fraud Analyst and policy 3 Mobile Money regulator
P14 FAA3 F3 Fraud Analyst 5 Service provider A

P15 FD3 F3 Fraud Algorithms developer 7 Service provider C

P16 FLC3 F3 Fraud and compliance lead 16 Service provider C

P17 MNR3 F3 Fraud Analyst and policy 14 Mobile Network regulator
P18 FRC3 F3 Fraud Algorithms Architect 17 Consultant

P19 FAA4 F4 Fraud Analyst 5 Service provider A

P20 FAB4 F4 Fraud Analyst 5 Service provider B

P21 FD4 F4 Fraud Algorithms developer 6 Service provider A

P22 MNR3 F4 Mobile network Fraud Regulator 9 Mobile Network regulator
P23 FRC4 F4 Fraud Algorithms Architect 3 Service provider C
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Procedure

Focus groups were carried out until saturation of
new information was attained with a follow-up
meeting done to clarify any issue highlighted by
the moderator during the focus group discussions.
The sample size was not predetermined before the
focus group to avoid missing out on any crucial
information. The facilitator ensured that each of
the participants was given enough time to express
their opinion and any additional comment above
the scripted questions was highly recommended to
ensure that the facilitator collected as much
information as possible from the participants. The
facilitator did not act as an expert in the area of
mobile network fraud but rather guided and
facilitated the discussion in the below areas

e Steps adopted to prevent or reduce Mobile
network fraud

o Common types of mobile network fraud.

e Channels by which mobile fraud is initiated
and propagated

o Effects of concept drift while detecting
mobile network fraud using automated tools

The following is a summarized process that was
followed while running the focus groups which
were all conducted online: -

Invitations were emailed to the participants who
matched the selection criteria, highlighting the
intention and purpose of the research and the role
they would play.

Once the participants accepted the request, they
were initially divided into 3 groups depending on
their expert area and the organization they were
affricate to, this was to ensure that each of the
focus groups was well represented and balanced.

Google Meet was used to schedule and conduct
the meetings for all focus groups.

Before the meetings the researcher and the
moderator met and agreed on the role, purpose,
and how the meeting would be conducted and the
moderator was only to moderate the sessions and
ask follow-up questions if needed.

Once all or a critical number of the participants
was met, 4 participants were considered as the
critical number based on the considered literature
(Krueger, 1997), the moderator started the
meeting by introducing himself and the researcher
and allowed all the participants to introduce
themselves.

The participants were requested to ask any
questions about the research area, data sharing, or
any other questions before the main discussion
commenced.

The moderator then started the introductory
questions and based on the alphabetical order of
the participants; they gave their introductory
remarks.

Once the introductory remarks were completed
the meeting officially started and the predefined
guestionnaire was used as a guide

The moderator tracked and recorded the answers
and asked follow-up questions if the area was
unclear.

At the end of the discussions, the participants were
requested to ask any follow-up questions or
comments before the meeting closure.

The meetings were closed with a vote of thanks
from the moderator.

Once the meeting ended the results were coded for
analysis and if some clarifications were required,
a follow-up meeting with the participant was
scheduled.

This process was repeated in the subsequent
meetings and adjustments of time taken per
question, the follow-up questions, and the
discussion flow were made in the subsequent
meeting as a result of the learnings from the
previous meetings.

After the initial first 3 focus groups, additional
participants were enrolled to participate in the 4th
focus group.

Focus group discussion lasted between 1.5 to 2
hours and was verbatim scripted for later analysis.
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Group dynamics handling:

The moderator ensured that no participant felt
their point was not considered by allowing them
to finish their contributions without intercepting
them.

Other group members were allowed to comment,
ask the participant questions, agree or even
disagree with them but any discussions outside the
scope of the study area were not allowed.

Where different opinions were given for a
particular issue, the moderator recorded all the
responses without discarding any participants’
answers and this was handled during the analysis
phase.

In case of conflict and different opinions on a
specific issue an informal voting was done to
assess the majority view and if there was a tie on
the issue, the moderator highlighted this and was
recorded during analysis and a follow-up meeting
with the participants was done to get clarity on the
issue if required.

When a topic lasted for more than 15 min the
moderator interjected so that more time was not
consumed on one topic

Change of mind by a participant as a result of
other participants’ contributions was encouraged
and noted.

Participants confidentiality

Participants’ anonymity and confidentiality were
persevered by applying the following: -

Participants were not allowed to mention the name
of the organization they were affiliated with
during the discussions and were only allowed to
disclose their years of experience and the expert
area.

The participants were labeled by a code name
given before the meeting and this was maintained
during the group sessions, the real names of the
participants were not used anywhere during the
group discussions.

Question guide

Based on the recommendation by Krueger (1997)
on the focus group methodology, a semi-
structured question guide (See Table 2) was
developed to act as a guide during the group
discussion. After in-depth collaboration with an
expert on focus groups and input from the
literature review (Krueger, 1997), the questions
were developed. The question guide included
introductory or opening questions which allowed
the participants to get well acquainted with the
process and also feel comfortable among other
group members. Then transition questions were
introduced to open up the key discussions for the
study. During the discussion, the moderator
encouraged follow-up questions that were not
necessarily in the question guide to allow the
gathering of more data that would be useful for the
study. The moderator also avoided guiding the
participants in a particular direction as it would
distort the information shared and he also limited
interpretations while the participant was talking.
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Table 2: Question guide
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Q
#

Question

Backg
round
infor
matio
n

Research Question 1
(What are the
common types of
mobile network fraud
in Kenya?)

Research Question 2
(What channels by
which mobile
network fraud is
initiated?)

Research Question 3 (Is
concept drift a major
concern with the
currently used fraud
detection tool?)

Research Question
4(What factors
contribute to concept
drift in mobile fraud
detection?)

Is Mobile network fraud a major
challenge in the organization?

X

Is there a policy that guides the
fraud threshold

X

How is customer registration
carried out
Follow-up question: What are the
precautional measures taken to
ensure the authenticity of the
customer?

X

What are the most common types
of fraud that you register?

What are the parameters used to
rate and categorize types of
fraud?

What is the most affected
population by mobile network
fraud?

Follow-up question: Does the
education level or social status of
an individual correlate to the
probability of being frauded?

what channel by which fraud is
initiated?

what channel by which fraud is
carried out?

Are most frauds targeted to a
particular individual or it is
random?
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Is the fraud detection automated
in the organization?

—_— = =

Is there concept drift identified
during the fraud detection
process? How?

N —

Does the issue of concept drift
significantly affect the detection
accuracy? How?

What are the most common types
of concept drift?

What contributes to the concept
drift?

Are there tools currently being
used to detect drift? Which ones?

AN~ =B =W —

Is there a need to automate the
drift detection and rectification?
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Data analysis:

The collected data was analyzed and evaluated
using the thematic analysis methodology (Braun
et al., 2006). The recorded discussions were
codified into various themes by the use of preset
criteria. The criteria were based on the literature
(Braun et al., 2006) and then used as codes to
aggregate the transcript of the discussions Nvivo
and Windows Media Player were the software
used to transcribe the recorded discussions. Using
the inductive thematic approach (Silverman,
2005) the coded data was analyzed for the
recurrent instances in the data set and then
grouped to form a general concept or sub
categories which then gravitated to form main
categories.

The facilitator also took into consideration the
participant’s expertise and years of experience,
the context in which comments or responses were
made, the influence of other participants in the
group, and also participant’s encounters and
experiences. These factors provided an auxiliary
dataset that was put into consideration. In
addition, views and opinions that mutated as a
result of group dynamics and the opinions of

Figure 5: Mobile Network Fraud Ecosystem

® Fraud policy

Feedback | Fraud Prevention }- Feedback
-

I * Fraud threshhokls

groups expressed as a result of consensus were
highlighted.

Results:

The data saturation point was attained after the
fourth focus group session in the study. A total of
23 participants drawn from different expert areas
in the line of mobile fraud detection ecosystem
were involved in the study and were grouped into
4 focus groups. The group composition was such
that different expert areas from different
organizations were represented in each group
enhancing group interactions amongst different
organizations and expert areas representations.
The mean of the years of experience of the
participants was 8 years, with a maximum of 17
years and a minimum of 3 years. This was a key
consideration in our study as it ensured that the
participants had vast knowledge and experience in
the area of study.

A framework describing the mobile network fraud
ecosystem was extracted and organized along the
following three dimensions which were defined
before the study: - Prevention, categorization, and
detection. Details for each dimension were then
extracted from the transcripts.

Fraud Detection ‘
* Manual ! ‘

* Automated ‘

Mobile Network Fraud
Ecosystem

Mobile Fraud Prevention

In this dimension the study aimed to understand
whether the service providers considered mobile
fraud as a major issue while running their business
and also understand whether there were fraud
thresholds that have been set by the policymakers
to guide the service providers on what is
considered fraud from a regulatory perspective.

The study also aimed to understand whether there
were precautionary measures taken by service
providers to prevent fraud.

From the study, all the service providers
considered mobile network fraud as a major issue
and had developed clear policies on how they deal
with fraud. From the responses amongst all the
groups, they all unanimously agreed that this was
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a major concern to the industry as a whole, and
policies governing mobile network fraud were in
place to monitor and provide guidelines on mobile
network fraud.

“Fraud has been the biggest threat to our
existence as a telecommunication company
because one major fraud incident can bring
down the organization” (FABL)

“As a company, we lose billions of shillings
due to fraud and sometimes we decide not to
publicly report these numbers as it may lead
to more catastrophic reputation damages, |
also think fraud cases are happening now that
we are not aware of ” (FAA3)

The mobile network regulators also provided
regulations and guidelines that define what mobile
fraud is and the thresholds that need to be met for
a transaction to be considered fraudulent. All the
service providers employed some form of user
identification during the customer registration
process which is considered as the entry point of
service provider customer interaction. Although
biometric customer registration is not enforced by
regulators while registering new customers, some
of the service providers have deployed it as the
primary method of customer identification. Other
service providers still use Identification cards as
the primary identification method.

“As the regulators, our primary role is to
protect the consumers from losses and that is
why we have developed frameworks to guide
the telecommunication companies when it
comes to fraud, we also follow up to make
sure these policies are strictly followed so as
to protect the consumers” (MNR3)

In terms of customer onboarding policy, the
Communication Authority of Kenya (CAK) and
Central Bank of Kenya (CBK) which are the
regulators have provided guidelines on how a
customer or subscriber should be registered and
the documents to be provided. They have also
provided guidelines to confirm whether the details
provided by the customer are authentic or not by
integrating the customer registration process with
the government’s database of persons. Two major

concerns of this process are that the process is not
real-time and the actual verification happens days
after the customer has already been registered.
The other issue identified with the registration
process is that biometric data was scantly used
with most of the service providers admitting that
they don’t use it as it is not compulsory from the
regulation point of view which creates a loophole
where fraudsters can register themselves with the
service provider using stolen or illegally obtained
documents.

“Yes, the regulators require us as service
providers to know our customers before
registering them but when a customer brings
fake identification while performing the
registration process, we have no mechanism
to know, we are not the police to investigate
how genuine the documents are” (FAA4)

The lack of an updated database of persons by the
government is a key stumbling block in the
process of fully using biometrics during the
customer registration process as service providers
fully rely on this data to match the identity of the
customer and his bio (fingerprints and facial
images). As a result of this most of the service
providers opt for a manual verification process
which is prone to forgery and impersonation.

“The government system that we are meant to
connect to and verify the name and the ID
number of a potential customer is always
down and inaccessible and it can stay for days
like this, so we are forced to use manual
processes” (FLC3)

“Sometimes we cannot use biometrics for the
registration in the remote villages where
there is no power to run these systems”

(FLB2)

Mobile Fraud categorization

In this dimension of the study, the aim was to
understand what parameters service providers and
regulators used to categorize or measure the
severity of fraud cases. This was critical as it
enabled us to understand what are the most
catastrophic kinds of Mobile network fraud from
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both the service

perspectives.

regulators’ providers’

From the study, it was established that all the
service providers use a matrix that consists of the
following variables to assist in the fraud
assessment: - Customer’s financial Impact,
Service Provider’s financial impact, number of
customers affected, organization reputation, and
political impact of a fraud incident. The weights
allocated to variables varied from one service
provider to another. Mobile network regulators
weighted customer financial impact and the
number of customers affected by a fraud instance
as the highest. One service provider adopted the
regulator’s weighed evaluation matrix while the
others adopted a different evaluation matrix as the
regulator just offered a guideline and didn’t force
service providers to adopt its evaluation matrix.
One of the service providers weighted the Service
provider’s financial losses as the highest. Though
the political impact was considered as a variable
or criteria to measure fraud impact, all the service
providers weighted it the least.

“As the regulators, our main focus it the
consumers so any fraud affecting the
consumers will rank the highest in our
ranking.” (MNR3)

From the telecommunication perspective,
though we really care for our customers, our
main objective is to make money and if a fraud
affects our books, then that will rank highest,
unwritten rules” (FLB2)

The other question that the study was to answer is
the population by which most of the fraud
targeted. This question was tied with another
guestion that wished to address whether most
mobile network fraud is just random or targeted.
All the service providers had different views on
these questions with some arguing that most
successful fraud cases happened to the less
informed population of the society while other
service providers argued that fraud was random.

From the discussion of the focus groups, it was
concluded that whether the fraud was random or
targeted, the less informed, less educated
members of the society accounted for the most
successful fraud cases and there was a high
correlation between the probability of being
frauded and the social status of the customer.
There were however some exceptions to these
findings where some fraudsters target the high
members of society with a case example provided
by one service provider that targeted members of
parliament with about a 50% success rate although
this population is considered to have higher social
status.

“From my experience fraud is random what
happens after the initial contact with the
fraudsters is what determines the direction of
the fraud” (FAC2)

“Some frauds are targeted whereby the
fraudsters have very detailed information
about their targeted victim which they use to
commit the crime.” (MNR2)

“From our experience, mobile fraud has both
the dimensions as targeted or random but the
success of the fraud mostly depends on the
victim’s actions after the first encounter”
(FAC2)

From the focused groups, there was a consensus
amongst the participants from both the regulators
and the service providers that there are five
common mobile network frauds in Kenya namely:
Sim swap, SIMboxing, Wangiri, Commission
arbitrage, and Hoax SMS and scams which are
extensively discussed in the literature review
session. In the study, a severity ranking on the
types of frauds was carried out basing the ranking
on different attributes that are used by the service
providers and the regulators to determine the
criticality and frequency of a fraud type. Table 3
represents the ranking based on the ranking
attribute
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Table 3: Fraud Type Ranking
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Rank Customer Service Provider Customers Political Organization
financial Impact financial impact affected impact reputation

1 Sim swap Simboxing Hoax SMS  Hoax SMS Sim swap

and scams and scams

2 Hoax SMS and Commission Sim swap Sim swap Hoax SMS and
scams arbitrage scams

3 Wangiri Sim swap Wangiri Wangiri Simboxing

4 Commission Wangiri Commissio Commission Commission
arbitrage n arbitrage arbitrage arbitrage

5 Simboxing Hoax SMS and scams Simboxing  Simboxing Wangiri

Customer financial Impact

This variable measured the customers’ financial
effect of fraud. From the group discussions, it was
consented that Sim swap fraud accounted for the
highest financial losses from the customers’
perspective followed by Hoax SMS and scams,
Wangiri in that order. Simboxing had very little
financial impact on the customers. The highest-
ranked fraud in this variable directly targeted the
customers.

“Sim Swap fraud directly affects the
customers who are also the primary losers in
this kind of fraud, when the lens used to
measure the impact of fraud is set to the
impact on customer, Sim swap and Hoax SMS
will rank the highest” (FAA3)

“Sim swap followed by Hoax SMS will rank
the highest when it comes to the impact on the
customer as the commutative money lost by
the customers as a result of these frauds is the
highest” (FLC3)

Service provider Financial Impact

Under this variable, the fraud type that inflicted
the highest financial loss from the service
providers' perspective was ranked with
Simboxing and Commission arbitrage being
ranked the highest as the service providers were
the primary losers in this kind of fraud. Wangiri
and Hoax SMS seem not to have a huge financial
loss from the service provider perspective.

“Simboxing and Commission arbitrage 1S
fraud committed by customers toward the

service provider resulting to huge financial
losses by the service providers in which case
there are the sole losers as a result of this
fraud. ” (FLAL)

Customers affected

This variable is aimed to measure which type of
fraud affected the highest number of customers
regardless of the amount involved. Using this
variable Hoax SMS, SIM swaps, and Wangiri
were ranked the highest in that order with
SIMboxing and Commission arbitrage ranking the
lowest.

“Hoax SMS affects most of the customers as
the fraudsters use automated machines to
send huge numbers of SMS at once to
customers. Customers numbers can randomly
be generated using very simple algorithms
and then hoax SMS sent to them hence the
reason why they affect a huge number of
customers”’ (FAA4)

Political impact

This variable is used to assess how a particular
fraud alters the political dynamics of the country
and under this variable Hoax SMS was ranked
highest as fraudsters can utilize this fraud to pedal
a specific political narrative, SIM swap was
ranked 2" under this variable as fraudsters can
perform swaps of politically influential members
of the society SIM cards and use them to originate
a politically motivated communication.

“Kenya being a very politically active
country, the mobile network can be used as a
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media to propagate propaganda, cause panic
and even deny service to member of the
society so that is why this variable is used to
measure what type of fraud has the highest
likelihood to result to political polarization
and in this case, hoax SMS tops the list”
(FRAL)

Organization reputation

This variable assessed how fraud affects the
reputation of the organization. SIM swap and
Hoax SMS ranked the highest which means that
this form of fraud can result in huge reputation
damage to the organization.

“When customers lose money through fraud
and they cannot recover it back because the
service provider does not assist them, then
customer loses confidence in that service
provide and if this occurs to many customers
using that service provider, then the
reputation of that organization will be dented.
In this regard, SIM swaps and Hoax SMS are
the highest culprits.” (FAB2)

Additionally, under this dimension, the study
wished to understand the channels by which
mobile network fraud is initiated and also the
channels by which fraud is propagated. All the
focus groups consented that there are 2 major
channels by which mobile fraud is initiated which
are voice and Short Message Service (SMS).
Though there are channels like emails, social
media, and mobile applications, their impact is not
yet significant as of today in Kenya according to
both the service providers as well as regulators. In
terms of fraud propagation, both voice and SMS
dominated with the other channels having a small
impact. It was recorded that mobile fraud could be
initiated using one channel and be propagated
using another channel which seems to be the most
cases. One participant from the service provider
reported that in most fraud cases of fraud, multiple
channels are involved with the combination of
SMS initiated and voice propagated being the
most common.

“Most of the fraud cases are multi-channeled
whereby multiple channels are utilized to

initiate and ultimately commit fraud with
voice calls and SMS driven fraud being the
most common” (FAB4)

“SMS and voice are the most common
channels fraudsters use but why this is the
case is that they are the most dominant mode
of communication amongst the Kenya
population, maybe in future other channels
will emerge” (FD3)

Mobile Fraud detection

This dimension in the study aimed to understand
what tools are currently being used by the service
providers to detect fraud and also understand
whether there are policies in place to guide the
detection tooling from the regulators. From all the
service providers, the fraud detection process is
partially automated. It is worth noting that the
level of automation varies from one service
provider to another with the most highly
automated service provider having automated
around 45% of the detection process with the
lowest automated service provider standing at
35%.

“We have automated around 45% of our
fraud detection processes but we plan to hit
60% by the end of 2027 ” (FLAL)

“For now, we are still automating the
processes that we use to detect fraud and I can
say we are now at around 35% in the
automation process.” (FLB2)

This finding means that most of the fraud
detection process in Kenya's mobile network is
manually done with the help of non-artificial
intelligence (Al) driven tools are which means
they semi-automated. Although there is no
available best practice or industry standard level
of automation, organizations that embrace
automation of fraud detection processes ends up
to be more efficient and effective in mobile fraud
management (Aisha et al.,2016). All the focus
groups consented that the major challenge with
the automation process was due to the constant
changes in the fraudsters’ tactics and the available
tools had to be manually adjusted to capture the
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evolved fraud patterns. This leads to some of the
service providers resulting in manual processes
which are very cumbersome and error-prone due
to the number of subscribers and fraud cases
involved.

It was consented by the participants that, concept
drift is one the major challenges that service
providers and regulators face when it comes to
automation of fraud detection process as the
models’ accuracy significantly reduces with time
resulting in erroneous classifications which can be
both false positive or false negative. The service
providers and the regulators indicated that there is
currently no approach or methodology that is in
use to address this challenge. They admitted that
most of the fraud analysts will revert to manual
processes once the detection models seem not to
be accurate.

“The ever-evolving fraud tactics employed by
the fraudsters make the automation process
difficult as the current models that we use, do
not automatically adapt to the new fraud
activities and we are forced either to
manually adjust them or result to manual
processes” (FRC3)

The study also desired to understand what type of
concept drift was more prominent on the mobile
network among the three drifts that is:

Real concept drift: - This is defined as the changes
in the probability of y given X p(y|X). These
changes can occur when p(X) changes or not.

Population drift: - This is defined as the change in
population by which the future samples will be
drawn as compared with the already drawn
design/training sample (Geoffrey et al. 2016).

Virtual drift: - virtual drift has been defined
(Tsymbal 2004), to be caused by a lack of
complete data representation as opposed to a
change in concepts in the real sense. Virtual drift
aligns with the shift in data distribution resulting
in a decision boundary shift.

From the focus group discussion, there was no
conclusive consensus on the most common type
of drift as the model developers from all the

services provided had different opinions on this
issue but they all agreed that all the types of drifts
are indeed experienced while using the automated
fraud detection process. In terms of the drift
causes, both the Data Distribution Change and
Input data change were involved in equal measure
to cause concept drift. It was also consented that
there are no tools available from the service
providers to detect, mitigate, and correct concept
drift in addition to the regulators having no
defined policy to guide on this issue. As a result,
even in the automated processes, management of
the concept drifts is done manually through
recalibration of the detection models.

Discussion:

To fulfill the aim of the study and to well
understand the mobile network fraud ecosystem,
a qualitative method of focus group was adopted.
Focus group discussion enabled us to understand
the topic from the practitioners’ perspective
giving room for deep discussions and iteration
among all the different parties and expertise in the
line of mobile network fraud. The discussions
brought forward participants from the Mobile
network regulators and service providers which
allowed for a detailed introspective of policy
formulation, prevention, categorization, and
detection of Mobile network fraud. The group
discussions also allowed the participants to give
their real-life scenarios while dealing with Mobile
network fraud which enriched the data collected
for the study. Additionally, focus group
discussion was opted for this qualitative study as
it will act as a guide that can lead to future
quantitative studies in this area, hence looking at
the holistic Mobile network fraud ecosystem was
paramount to aid future studies.

A theoretical framework describing the mobile
network fraud ecosystem in Kenya was
developed. The first pillar of the framework is
Fraud prevention which describes ways in which
mobile fraud is prevented. Two components are
the building blocks of this pillar, i.e. Fraud policy
and Fraud thresholds. Fraud policy defines what
a fraudulent incident looks like while the fraud
threshold identifies the minimum attributes of a
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transaction to qualify to be a fraudulent
transaction. From the study, mobile network
regulators in collaboration with the service
providers define the fraud policies and thresholds
that describe mobile network fraud. These
policies and thresholds are reviewed and revised
through continuous feedback from the other
pillars.

The study revealed that mobile network fraud is
constantly evolving and calibration of the fraud
thresholds needs to be reviewed frequently to
capture the new fraud patterns. Formulating fraud
policies and thresholds therefore an infinite
process that has to be reviewed and updated
continually to maintain detection accuracy.

The second pillar of the framework is Fraud
categorization which enables mobile network
fraud to be ranked in severity based on selected
criteria or variables. The building blocks of this
pillar are variable definition, matrix build, and
ranking. The variable definition determines the
lens by which fraud criticality is evaluated. The
matrix build enables a combination of variables
with different weights to be used to evaluate the
severity of mobile network fraud. The ranking is
then done based on the variable or a set of
variables to determine which is the most critical
type of fraud.

The study categorized and ranked mobile fraud on
the impact of the customer and the service
provider. This was an enhancement from a study
carried out by Rupa et al. (2015) which
categorized cellular network fraud based only on
the customers’ experience and concluded that the
measure of critically of mobile fraud should be the
impact the fraud has on the customer. It emerged
from the study that the impact the fraud has on the
service provider is equally important in
categorizing fraud cases. In the study, it was
evident from the group discussions that some
mobile network frauds are committed by the
customers or agents towards the service provider
a case example being Commission arbitrage and
SIMboxing fraud in which case the service
provider is the sole loser. The study also revealed
that the matrix used to categorize fraud should

constantly be revised by both the regulators and
the service providers to properly categorize the
new emerging fraud patterns.

The third pillar of the framework is Fraud
detection which evaluates the fraud detection
methods employed. The building blocks for this
pillar are manual and automated. Under this pillar,
the level of automation of the fraud detection
process and the challenges that comes with the
automation were evaluated.

In the study, it was revealed that service providers
are still using manual processes to detect fraud
cases as the development of the automated
detection processes cannot keep up with the
evolving fraud cases and there is a great need to
evaluate this gap and develop more efficient
solutions. It was also brought forward that concept
drift as related to the automation of the fraud
detection process remains one of the major
challenges. This is compounded by the massive
dataset that service providers deal with hence the
need to come up with solutions to address this
challenge is of paramount importance. When it
comes to automated classification models, a
feedback process can be incorporated (Gama et
al., 2013) to capture the concept drift and action
accordingly. In this regard, a comprehensive study
can be carried out to evaluate the effectiveness of
the feedback process as one of the approaches that
can be adopted by the service providers to reduce
the concept drift effects and improve the
automated detection efficiency in the mobile
network ecosystem.

Limitations

The assumption was that the research sample was
a representation of the population and their input
represented a  holistic  view of the
population/environment in question.

Group dynamics might have affected participants’
responses altering their true position on the issue
in question.

As the discussions involved participants drawn
from competing service providers and regulators,
some critical information might have been held
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back by the participants to reduce their exposure
to the regulators and also other competing service
providers

As there was no quantitative data collected and
analyzed, hence we cannot make very strict
conclusions.

Conclusion

The study revealed that though the regulators have
provided clear guidelines on fraud prevention
procedures, especially during the customer
onboarding process, most of the service providers
don’t fully adhere to them. A case example of this
is that service providers still use non-biometric
customer validation processes which are open to
forgery and exploitation. This is a gap in Mobile
Network fraud prevention processes in Kenya and
can be addressed by regulators enforcing a strict
customer onboarding process that is fully
automated and integrated with the government’s
database of persons.

The study revealed the most common types of
mobile fraud in Kenya today namely SIM swap,
SIMboxing, Wangiri, Commission arbitrage, and
finally Hoax SMS and scams. Based on different
attributes the fraud types were also ranked. This
insight would allow the service providers and
regulators to know what kind of fraud type to
focus on. In the fraud categorization, there is a gap
in that there is no clear universal categorization
matrix to guide the service providers while
assessing the criticality of fraud and in this regard,
a qualitative scientific model should be developed
and used by all the stakeholders as a reference
point. We also propose that a quantitative study be
done to scientifically evaluate the actual impact
(Both financial and reputational) on both the
customers and service providers as a result of each
of the above frauds.

From the study, we concluded that there are only
2 channels by which mobile network is initiated
and propagated namely Short Message Service
(SMS) and Voice but in most cases a combination
of the two was utilized by the fraudsters. This
situation might change with time as new channels
emerge including email, mobile applications, and
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social media. With this regard case study should
be done in the future to evaluate the impact of
these new emerging channels.

The study also revealed that service providers are
still using manual processes the detect fraud due
to the dynamic nature of mobile fraud in Kenya.
This exposes a huge gap in the detection process
and there is a need to address this by developing
systems and processes that will automatically
detect these everchanging fraud patterns with
minimal human intervention. A potential strategy
to address this gap would be deployment of
machine learning driven tools that will
automatically learn and adjust to new fraud
tactics. In the automated fraud detection
processes, concept drift was established to be the
main challenge in this process whereby the
automated models gradually and even in some
cases drastically reduce detection accuracy
resulting in the misclassification of fraud cases.
Due to this issue, the service providers fall back to
the manual process. In this regard, a research gap
exists in which a process that detects and corrects
concept drift needs to be developed in the
automated fraud detection processes. The cause of
the concept drift was not very clear in this study
on whether it was due to data change or it is a real
drift and therefore the study would propose a
qualitative study to be carried on to scientifically
address this question. A true experiment approach
can be used to identify the magnitude, causes, and
points of drift on currently used automated tools.
From the results, more advanced machine
learning and deep learning tools can be developed
to address this issue.
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